
C O N S E N T R Y  N E T W O R K S  C U S T O M E R  S U C C E S S  S T O RY:  C E P E O

The Conseil des écoles publique de l’Est de l’Ontario struggles with several issues 

common to educational institutions and school boards in particular. The network sup-

ports a broad range of user types as well as a mix of managed and unmanaged laptops 

and PCs. In addition, students on the network use their laptops for gaming and other 

activities that IT worries could leave those machines particularly vulnerable to malware 

infection.

In the board’s network, the main resources are all located in a centralized core. Enforcing 

who can access the resources in that core and protecting against the spread of malware 

were the Council’s main LAN security concerns. Specifically, IT needed to:

perform host posture check on managed and unmanaged machines

provide role-based access to resources, separating access for students vs. 
faculty and staff

contain the spread of malware

Technologies Considered

The board considered deploying host-based agents for scanning machines to perform 

posture check. However, these solutions fell short in two critical areas for the board. 

First, that approach would require IT to install software on every desktop to perform the 

check. In addition to being a significant burden on IT’s limited resources, this approach 

also provided no means for scanning unmanaged machines – the personal laptops of 

students and faculty that comprise the majority of network devices.

Second, those host-based agents could not support any kind of control over what re-

sources users could reach and transactions they could perform after they were admitted 

onto the LAN. That kind of post-admission control – ensuring students could not access 

the grading system, for example – was essential to protecting the board’s LAN and LAN-

based resources.

The ConSentry Alternative

The board selected ConSentry Networks to provide its LAN security. The ConSentry 

LANShield platform enables:
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About Conseil des écoles publique de l’Est 
de l’Ontario
The Conseil des écoles publiques de l’Est de 
l’Ontario serves more than 11,000 students in 
37 elementary schools and high schools lo-
cated throughout Eastern Ontario Canada.

The Challenge
This school board had no means of checking desktops 
for the presence of adware or spyware or control-
ling where students and faculty can go on the LAN.

The ConSentry Solution
The ConSentry platform provides the board with a 
simple means of performing posture check, with 
a dissolvable agent that can operate on managed 
and unmanaged machines. In addition, ConSen-
try ensures that no student traffic can access 
such core resources as the grading system.

ConSentry provided the Council with a cost-effective and comprehensive LAN security 

platform that fulfills its LAN admission and access control requirements and enables it to 

enforce its security policies.
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Network Admission Control (NAC) – authentication and posture check to control 
who can enter the LAN

Visibility – incident- and exception-based information at Layer 7+, tied back to 
the user

access control – role-based provisioning to control user activities on the LAN

Threat control – block propagation of worms and other malware to prevent net-
work meltdown

The ConSentry platform provides these key security features while maintaining LAN-

speed throughput and without requiring any changes to the LAN.

The Council has deployed the ConSentry 

LANShield platform to scan machines and 

protect its centralized resources. The Con-

Sentry platform sends a dissolvable agent 

to all machines to scan for compliance with 

OS and AV levels and check for the pres-

ence of any adware or spyware.

Also, staff and faculty authenticate to Active 

Directory, and ConSentry allows those users 

onto the LAN following their successful au-

thentication and applies the appropriate access permissions based on their faculty sta-

tus. The ConSentry platform ensures that students, on the other hand, gain only limited 

access to LAN resources and that traffic from them is not allowed to reach the protected 

core. The Council also relies on the ConSentry platform to protect against zero-hour 

threats, tracking usage for traffic anomalies and blocking any detected malware. 

ConSentry provided the Council with a cost-effective and comprehensive LAN security 

platform that fulfills its LAN admission and access control requirements and enables it to 

enforce its security policies.
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